(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY ®CT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date

0 T A O A

(10) International Publication Number

WO 01/88733 Al

22 November 2001 (22.11.2001) PCT
(51) International Patent Classification: GOG6F 15/16,
13/14

(21) International Application Number: PCT/US01/40720

(22) International Filing Date: 15 May 2001 (15.0_5.2001)
_ (25) Filing Language: o English
(26) Publication Language: English

000 0 A

WO 01/88733 Al

(30) Priority Data:
09/570,925 15 May 2000 (15.05.2000) US

(71) Applicant: COMMUNICATOR, INC. [US/US]; 67 Wall
Street, 8th Floor, New York, NY 10005 (US).

(72) Inventors: LEFLER, Steven; 301 Hazel Avenue, West-
field, NJ 07090 (US). REIFMAN, Gary; One 14th Street,

(74)

(81)

(84)

#302, Hoboken, NJ 07030 (US). SCHLINKERT, Leo,R.;
30 Goodwives River, Darien, CT 06820 (US). SHINKAR,
Serge; 45 River Drive South, #505, Jersey City, NY 07310

(US).

Agent: BOSWELL, Mary, Jane; Morgan, Lewis & Bock-
ins LLP, 1800 M Street, NW., Washmgton, DC 20036-
5869 (US).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA,BB, BG, BR,BY,BZ, CA,CH,CN, CR, CU, CZ,
DE, DK, DM, DZ, EE, ES, FI, GB, GD, GE, GH, GM, HR,
HU, ID,IL,IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR,
LS, LT, LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ,
NO, NZ, PL, PT, RO, RU, SD, SE, SG, SL, SK, SL, TJ, TM,
TR, TT, TZ, UA, UG, UZ, VN, YU, ZA, ZW.

Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European

[Continued on next page]

(54) Title: METHOD AND SYSTEM FOR PROVIDING AN ONLINE INDUSTRY HUB

- 350

ACCESS—C?EI‘ITROLLED

S WEBSERVER

N\ DN ’
‘ azs
INTERNET .00 ’“-REQUEST 3p0
\ ’

= o [
= 330 =
=] i o
| AN ==
=] CROSS-SERVER —
REQUEST (T
‘ uu!l! !}ﬂl b C mznnummn 5
. . WEBSERVER

WEBSERVER ™, o
. * ACCESS-CONTROLLED
SITES

(57) Abstract: A method. and system for commingling
proprietary information and presenting ‘it to a user (300).
The user (300) is only able to view information from
hub participants with whom he has an active account.
The present invention allows a user (300) to access
proprietary information from several distinct entities
through a single sign-on. The user (300) enters his user
authentication information once. After signing on with
one server (310), the user (300) can access resources on
a second server (320, 340, 350) without signing on again.
The first server (310) generates an URL string containing
pser authentication information that is provided to the
second server (320, 340, 350). The user (300) can
access the resources on the second server (320, 340, 350)
seamlessly. The user (300) is able to view commingled
information (210) through the system of the present
invention using a persistent navigator bar to move to
the websites of hub participants. The system of the
present invention generates a cross-reference list of hub
participants and hub-enabled users in order to determine
which information is available to users.



WO 01/88733

patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE,
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF,
CG, CI, CM, GA, GN, GW, ML, MR, NE, SN, TD, TG).

Published:

~— with international search report

A A 0

For Mo-]elter codes and other abbreviations, refer to the "Guid- -
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.



WO 01/88733 ' ' PCT/US01/40720

10

15

20

25

METHOD AND SYSTEM FOR PROVIDING AN ONLINE INDUSTRY HUB
BACKGROUND OF THE INVENTION

Field of thé Invention

The present invention relates to conducting commerce utilizing the Internet, and
more particularly to a method anq system that infegrates thé major producers of goods
and services within an industry on the Intemet into one “network™ targeting the same
customer audience. The system of the present invention provides an “industry hu ” that
enables users to navigate seamiessly between the websites of hub participants in a single
sign-on séssion.

Background of the Invention
Advances in computer processing power and network communications have made

information from a wide variety of sources available to users on computer networks.
Computer networking allows network computer users to share information, software
applications and hardware devices and internetworking enables a set of physical networks
to be connected into a single network such as the '!Internet. Today, computers connected
to the Intemet have almost instant access to information stored in relatively distant
regions. Moreover, computers connected to networks other than the Internet also have
access to information stored on those networks. The World Wide Web (Web), a
hypermedia system used on the Internet, enables hypertext linking, whereby documents
automatically reference or link other documents located on connected computer networks
around the world. Thus, users connected to the Internet have almost instant access to
information stored in relatively distant regions.

A page of information on the Web may include references to other Web pages and
may include a broad range of multimedia data including textual, graphical, audio, and
animation information. For example, a website resource can be a PDF document, an

image file, a CGI program with interactive forms, or a Java applet.
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Currently, Internet users retrieve information from the Internet, through the Web,
by ‘visiting’ a website on a computer that is connected to the Internet.

A website is, in general terms, a server app‘ﬁcaﬁon that displays information
stored on a network server computer. The website accepts connections from client
programs, such as Internet browser applications. Browser applications, such as Microsoft

Explorer ™ or Netscape Internet Browser ™, allow Internet users to access information
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on the website. Most browser applications display information on computer screens and
permit a user to navigate through the Web using a mouse. Like other network
applications, Web browsing uses the client-server paradigm. When given the Uniform
Resource Locator (URL) of a document, the browser application becomes a client and it
contacts a server application specified in the URL to request the document. After
receiving the document from the server application, the browser application displays the
document for the user. When the browser application interacts with the server
apphcatlon, the two apphcauons follow the Hyper-Text Transport Protocol (HTTP).
HTT P allows the browser application to request a specific article, which the server
apphcatmn then returns. To ensure that browser applications and server applications
intei'—operate unambiguously, HTTP defines the exact format for requests sent from the
browser application to the server application as well as the format of replies that the
server application returns. ’ '

As the number of physical networks connected to the Internet continues to grow,
the number of websﬂ:es that are accessible to Internet users likewise increases. Use of the
Internet has grown s1gmﬁcant1y, and millions of users ranging from individuals to h
corporations now use permanent and dial-up connections to use the Internet on a daily
besis. This significant increase in Internet access and use has resultedin a new method of
conducting business — electronic commerce. Many Web servers have been developed
through which vendors advertise and sell services and products. Providers of products

and/or services use the Internet to offer better and faster services to consumers.
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In addition to increased Internet usage, there has also been an increase in the use
of corporate Intranets. An Intranet uses similar protocols and has a similar user interface
as the Internet, however, an Intranet is a private network that is contained within an '
enterprise. An Intranet may restrict or refuse access to its network by users outside of a
defined group, such as users who are not empléyees of a corporation. An Intranet may
consist of many interlinked local area networks (LAN) and may also use a wide area
network (WAN). Typically, an Intranet includes connections through one or more
gateway computers to the outside Internet. Hereinafier, any description of the Internet is
also applicable to Intranets, unless otherwise specified.

The Internet maintains an open structure in which exchanges of information are
generally made cost-free without restrictions. The free access format inherent to the
Intemet; however, presents difficulties for those information providers requiring control
over their Internet servers. For example, a company may need to share confidential
information with a specific group of users, or 2 company may want to provide specific
services over its Internet server only to customers having service contracts or accounts.
Without means for identifying each client, a website cannot provide information on the
network on a confidential or preferential basis.

Different websites require different levels of security. For example, some
websites contain only public, cost-free documents. Anyone can access documents on
such a non-secure site. Some websites may contain public information, which anyone
can access, along with proprietary information, which only selected users'can access.
Other websites may requiré all users to iegister or have an account before any type of
access is permitted. Typically, these secure sites require users to enter user
authentication information, such as username and paséword, each time the user enters the
site.

Every application or site that requires a username/password as a way of
authenticating a user has its own rules for creating this user authentication information.

Some applications make users pick their own username, others use email addresses or
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some combination of the user’s first and last names to create a username. Some
applications may require a password of at least 8 characters, while others will allow
shorter passwords, so frequently users will have to use different passwords for different
sites. With all of the diﬁ‘erént possible combinations of usernames and passwords, users

usually end up with multiple usernames/password combinations for the different websites

they use.

In addition to security concems, some sites may track users or may store
customized information about users. For example, a document may be displayed to the
user hdviﬂg customization options relating to News, Sports, entertaiﬁment, etc. Based on
the .options the user selects, the document only displays content related to those selected
options. The site may retain the user-selected options so that thé customized information
is ré—displayed when the user re-accesses the résource at a later time. Storing information
relating to user activity or storing customization information for a user is called
“tracking” a user. ’

Using HTTP, each request for a Web page is independent of all 6ther requests.
For this reason, the Web page server has no memory of what pages it has sent to a user
previously or anything about previous visits. A “cookie” is a mechanism that allows the
'server to store its own information about a user on the user's own computer.

A cookie is information for future use that is stored by the server on the client side
of a client/server cdmmUnicati_on. Typically, a cookie is a small piece of information sent
by a Web server to store on a Web browser so it can later be read back from that browser.

* For example, 2 cookle may record user authentication information and preferences when
using a particular site.

' Typically, cookies are only used to track users in non-secure areas. They may be
also used to store user authentication information, such as username and password, for
secure sites. By storing user authentication infonhation, cookies may allow users to
navigate multiple Web servers within the same domaiﬁ without re-entering user

authentication information. As the websites for a single company (or other entity) are
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typically all located on the same domain, it is possible to save user authentication
information in a cookie for that entity. In this manner, users will only have to enter user
authentication information a single time when accessing that entity’s websites. However,
Websites that have different domain addresses cannot share a cookie, and therefore to
navigate between secure websites on different domains, the user must separately enter
user authentication information for each website. ' .

In addition to cookies, other various systems have been developed to control
access to networks and sirﬁplify user authentication. For example, U.S. Pat. No.
5,708,780 to Levergood et al. shows a system that allows clients to access all controlled
files within a protection domain without requiring further authorization. In this system,
when a user requests an access-controlled file, the server subjects the request to a -
secondary server that dctermines whether the client has authorization or a valid account.
‘While this system may be advantageous in centralized authentication models where
networks of sites can be locked into a single authentication process, it does not work in a
distributed authentication model. |

With the growth of electronic commerce, especially business-to-business
electromc commerce, customers want to be able to easily compare goods and services
offered by many different providers within the same industry. For example, in the
financial services market, major financial serviceé dealers, such as Goldman Sachs,
Morgan Stanley Dean Witter and Salomon Smith Bamey, have their own secure websites
that provide a broéd array of financial services and products to its customers.
Institutional investors and brokers use the websites of these major financial services
dealers to obtain research and trading information. Typically, each of these dealers has
different investment strategies and information available. Therefore, brokers frequently
have accounts with, and use the websites of, several major financial services dealers,
rather than using the services of just c;ne dealer.

Currently, to cdmpare the information and products offered by competitors in the

financial services market, the customer must separately sign-on to each website and
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manually compare' information. This requires the 'customer_to maintain a separate
account with each dealer, each with its own sign-on information.. Additionally, as all of
the websites are separate, it is very difficult to compare price and research information
while online. ‘

- For example, in the bond market, some dealers may specialize in High Yield

_ bonds while others focus on municipals. In the bond market, information exchanges do

not exist. Therefore, the customer tends to shop around for the best price. Most
institutional investors have relationships with multiple dealers. '

The bond market (and financial services induetry in genéral) is only one example
of the type of environment where the customer has to manually sift through information
gathered from many different sources in order to choose a dealer for his specific needs.
For example, in the raw paper or chemical supplies industry, customers typically use
many dealers to fulfill their requirements. Other such industries will be known to these

skilled in the art, and are within the scope of this invention.

Users quickly grow tired of entering user authentication information for every
website they visit. In additioh, a user may have different user authentication information
for each website used, and remembering several different user names and passwords can
be tedious. For users interested in purchasing products or services, the comparison
process is very difficult, as they will have to manually visit each website to obtain the
needed information. This can be detrimental to the dealers in that industry, as a user may

only v1s1t one or two sites before makmg a purchase rather than visiting the web31tes of

every dealer within that mdustry

‘ Growth of the Internet demands a closer integration of websites that target the
same customer audience. Therefore there is a need for a system that allows cusfomers to
seamlessly navigate related websites and use theéir resources. Such a system should only
require a user to enter user authentication information once, while still providing
proprietary information from diverse websites without requiring the user to re-enter user

authentication information for each website. In addition, there is a need for a system that
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can provide the user with an integrated view of the information available from the dealers

that participate in the system.
SUMMARY OF THE INVENTION

The present invention has been made in view of the above circumstances and
solves these problems by providing an industry hub that allows users to easily navigate
between proprietary websites and commingle the content, through a single sign-on
session.

One obj ecf of the present invention is to provide users with a single sign-on system
that acts as an industry hub by allowing users to view resources on every server with
whom they have accounts without signing on to each individual server.

Another object of the present invention is to allow a first trusted server to pass user
authentication information to a second trusted server so that the user does not have to
enter additional sign-on information to use the resources on the second server.

Another object of the invention is to provide a method of authenticating a user to
use resources on at least two access-controlled servers through a single sign-on session.

A further object of the present invention is to provide a data structure for the URL
used to authenticate users in the disclosed single sign-on system.

A further object of the present inﬁention is to provide a system that commingles
proprietary information and presents the commingled information to the user, such that
the user is only presented with information from the entities with which he has an active
account. .

Yet another object of the present invention is to provide a navigator that is
persistently displayed to the user as the user moves to various websites within the system
of the present invention.

Yet another object of the present invention is to provide a method for creating a
cross-reference list that identifies the hub participants with whom a user has an active

account.
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Additional objects and advantages of the invention will be set forth in part in the
description that follows, and in part will be obvious from the description, or may be
learned by practice of the invention. The objects and advantages of the invention will be
realized and attained by means of the elements and combinations particularly pointed out -
in the appended claims.

To achieve these and other objects, and in accordance with the purposes of the

mventlon, as embodied and broadly described herein, one aspect of the mventlon includes
a method for a first server to authenticate a user who is authenticated to use the resources
on the first server to use the resources on at least a second server, by receiving a request
to use resources on the second server from the user; generating a URL string identifying
the requested resource on the second server that contains authentication information for
the user; and transmitting the request to the second server.

Another aspect of the invention includes a method of autﬁenticating a user to use
resources on at least two access-controlled servers located on different domains, where
the first server receives user authenticaﬁon information from the user; the first server
validates the user authentication information; the first server receives a request from the
user to use a resource on the second server; the first server generates a URL string
identifying the requested resource on the second server; the first server provides the URL
string to the second server; and the second server validates the URL string.

A further aspect of the system includes a data structure of the URL used in the
dlSClOSCd single sign-on system where the URL data structure comprises a first field
containing information to authenucate the user; and a second field identifying a requested
resource. '

A further aspect of the system includes a website for an industry hub that provides
an authenticated user with the capabﬂity to receive commingled information, whereby the
comrhingled information includes information from the hub participants with whom the
user has an account, by receiving a list of enabled users frém each hub participant;
receiving information from the hub participants to be displayed to enabled users; using
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the enabled user list to determine which hub participants the user is enabled with; for
each enabled hub participant, commingling information into a siﬁgle presentation of
information; and displaying the commingled information to the user.

A further aspect of the system includes a method for a user having accounts with
multiple hub participants that are located on sepa.rate access-controlled servets to use
resources provided by -each hub participant in a single sign-on system, by entering ﬁrst
user authentlcatlon information at a first server; requestmg a resource from a second
server; and receiving the requested resource in the absence of entering additional user
authentication information. |

A further aspect of the system includes a méthod for providing a persistent
navigator that contains links to every hub participant that a user has an account with and
to other sites supported by the industry hub, by determining the hub participants with
whom the user has an account; and if the user has accounts with more than one hub
participant displaying a navigator that contains links to only those hub pai‘ﬁcipants with
whom the user has an account; and continuing to display the navigator after the user
links to a different site within the industry hub.

A further aspect of the system includes a method for creating a cross-referenced
list of hub pai‘ticipants and users in an industry hub, by receiving a list of active users
from each hub participant; for each active user, determining whether the user is already in
a list of users, and if so, updating the status of the user to indicate that the useris a
multiple-account user.

It is to be understood that both the foregoing general descriptioﬁ and the
following detailed description are exemplary and explanatory only and are not restrictive

of the invention, as claimed.



WO 01/88733 PCT/US01/40720

5

BRIEF DESCRIPTION ‘'OF THE DRAWINGS
The accompanying drawings, which are incorporated in and constitute a pai‘t of
this specification, ilhistrate several embodiments of the invention that together with the
description serve to explain the principles of the invention. '

In the drawings:

- -————Fig—T-A-illustrates-a typical situation-in-any-online-industry;-where-customers must-
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independently and separately sign-on to each dealer’s website.
Fig. 1B illustrates the cirrent online financial services market, where users must

independently and separately sign-on to each financial services dealer’s website.
Fig. 2A illustrates the single sign-on-of the system of the present invention.

Fig. 2B illustrates an example of commingled information presented by the
system of the ‘present invention for the financial services market. ,

Fig. 2C illustrates an example of a resource on a remote server being presented to
the user by the systém of the present invention for the financial services market example.

Fig. 2D iIlﬁstrates an example of a resource on yet another remote server being
présented to the user by the system of the present invention for the financial services
market example.

| Fig. 2E illustrates commingled information displayed for a user having accounts
with only two of the three financial services dealers in the financial service market
example.

Fig. 2F illustrates éxample comparison information for the participating dealers
that is presented to the user in the system of the present invention for the financial
services market example.

Fig. 3 illustrates a network of trusted servers used in the System of the present

invention.

Fig. 4 illustrates a process for generating and using CURLSs to implement a single

sign-on system.

10
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Fig. 5 illustrates a preferred structure for a CURL.
DETAILED DESCRIPTION

Reference will now be made in detail to exemplary embodiments of the preseht
invention, examples of which. are illustrated in the accompanying drawings. Wherever
possible, the same reference numbers will be used throughout the drawings to refer to the

same or like components.

A key issue for the growth of business-to-business electronic commerce over the
Internet is the ability of a customer or other user to easily and conveniently access the
websites of competing providers of goods and services within a particular industry. The
systém of the present invention was developed to give users coinmingled, seamless
access to proprietary information from separate and distinct websites. The ability to
gather information from competing providers by an independent third-party into an

aggregate view enables a user to make better use of the information.

The system of the present invention provides a “hub” solution for a particular
industry. The induétry hub provided by the present invention allows a user to sign-on
once, then have access to information from every participating dealer within the industry
with whom the user has an account. Information from the hub participants is presented to
the user in an intuitive conimingled manner, so that the user can easily compare data.

The system of the present invention is typically used in a commercial industry
‘where there are several established dealers within the industry. However, the invention is
intended to include any situation where information from several separate and distinct
websites is presented to the user through a single sign-on session. When describing the
present invention herein, the term “dealer” is intendéd to include any providers of goods,
services or information and/or operators of websites that participate in the system of the
present invention. These dealers may also be referred to as “hub participants”.

The industry hub of the present invention uses a persistent navigator to provide

the user with a consistent interface for visiting the various websites of the participating _

11
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dealers. This persistent navigator allows users to have a common interface at all times,

no matter whose website the user is currently accessing.
The industry hub of the present invention provides users with better, faster and

easier access to products and information within an industry, The industry hub of the

- present invention provides commingled industry content through an independent entity to

~ ensure that the mdrggt leaders participating in the industry hub maintain, and often regain

control of their content, brand name, client lists and distribution franchise.

The system-of-the present-invention-completely integrates the websites.of
participating dealers. Through one website, a user is able to view the information from
all the hub participants through which he has an account. Additionally, through the
system of the present invention, the user can seamlessly visit any hub participant’s
website. The system of the present invention allows users to easily navigate between
these proprietary websites and cbmmingle the-content, creating an industry hub that
increases the impact and value of the websites to all participants of the system, both users
and dealers. ‘ '

Fig. 1A illustrates the current process for a user to obta.in product information
and/or services from several different online dealers in one industry. Typically, the user
is a customer that has accounts with several dealers within the industry. As shown, user
100 must enter and send sepdrate user authentication information to each online dealer
within the industry.

Fig 1A illustrates the current process for almost any industry that has an Internet
presence. Although the system of the present invention can be used in any industry, the
system of the present invention is particularly useful for business-to-business €lectronic
commerce. As most business customers have accounts with multiple dealers within their
industry, the system of the present invehtion allows the business customers easier, more -
convenient access to the dealers. As an example of such a situation where customers deal -
with multiple dealers on a regular basis, consider the financial services market. In the

financial services market, the customers are institutional investors who require a great

12
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deal of research data in order to make informed buy and sell decisions. Many of these
investors have accounts with many, if not all, of the major financial services dealers in
the industry. | |

| Although many of the features of the system will be described in terms of the
financial services industry, these features can be used in a hub developed for almost any
industry, and it will be obvious to one skilled in the art to develop the system of the
present invention for a different industry. |

Fig. 1B illustrates the specific example of the current process in the online

financial services market. In this example, the customer (user) is an institutional investor.
As shown in Fig. 1B, user 100 may use the website of a major financial services dealer,
such as Goldman Sachs 110, to obtain research and trading information. This same user .
may also have accounts with and use the websites of Morgan Stanley Dean Witter 120
and Salomon Smith Barney 130. Currently, to compare the information offered by these
competing services, the user must separately sign-on to each website and manually
compare information.

~ When used in the financial services market, the system of the present invention
provides a one-stop site for users to obtain current research reports and updated news.

For the financial services market, the system of the present invention provides access to

 lists of bonds available from the various participating dealers, which makes price

comparisons easier. Seamless navigation between participating dealers’ sites saves the
user valuable time. Consolidated headlines on research and market commentary
produced by the participating financial services dealers are also available to users through
the system of the present invention. As is obvious to one skilled in the art, different types
of information may be consolidated for different indlistries, and are intended to be
covered by the system of the present invention.

The commingled information provided by the system of the present invention is
supplied by the hub participants. The system of the present invention does not change
any of this information; it simply presents the information in a commingled fashion to the

13



10

15

20

25,

WO 01/88733 PCT/US01/40720

user. The system of the pfesent invention treats the hub participants as competitors,
while still allowing information to be combined. In addition to the information provided
by the hub participants, information provided by the administrator of the industry hub or
an independent third-party may also be presented to the user in an commingled manner.
The systefn of the present invention acts as a trusted third party, which allows

industry market leaders to commingle their proprietary content and services without

compromising their existing distribution channels. The system of the present invention
only-makes a-hub partiéipantis»informationv available to users holding accounts with that
hub participant, and not to other users or to other hub participants. Hub participants
benefit from increased interaction with their customers while still maintaining control of
their data. The customers using the system of the present invention benefit from the
seamless navigation and content integration.

Industry customers use the system of the present invention to access two or more
hub participant’s sites. Preferably, users may also automatically be given access to the

system of the pfesent invention when they visit a hub participants’ website. Hub

' participants continue to maintain their individual sites, and the system of the present

invention aggregates information from each site o its hub.

The system of the present inventioﬁ preserves the proprietary nature of the
commingled information. Hub participants cannot see other hub pai'ticipa.t_lts’ .
information. This is different from an Information Exchange where everyone sees all of
the information. In the system of the present invention, hﬁb participants maintain control
over their information. - '

Typically, most online dealers do not use the same methodology to establish
username and password account information, and users end up having accounts under
several different usernames with separate dealers. Therefore, the system of the present
invention must determine whether a user has multiple accounts with dealers that

participate in the system, and if so, cross-reference these accounts with that user.

14
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To create this list of users cross-referenced with hub participants, each hub
participant sends a list of users enabled to-use that hub participant’s website to the
administrator of the industry hub. Typically, this is a list of customers that have active
accounts with that hub participant. The information provided in the lists should have a
sufficient number of attlfibutes to uniquely identify the user. The administrator of the
industry hub compares lists from each hub participant to determine which users have
accounts with more than one hub participant. These users are flagged as “multiple-
account” users. A multiple-account user is a user that has access to the websites of at
least two hub participants. A multiple-account user is a user that is enabled to use the
industry hub of the present invention.

The process to identify multiple-account users may be manual, automated, or
some semi-automated combination. In the process, users are matched based on user
information in the lists provided by the hub participants, such as name, email address and
mailing address. For every user in each of the lists, the administrator of the industry hub -
tries to find matching records from lists provided by the other hub participants. If
matching records are found, the accounts of these users get “matched”, and the user is
flagged as a multiple-account user. -

A preferred process of the present invention for identifying and flagging multiple-
account users is shown in Fig. 6. As shown in step 610, a hub participant provides the
administrator of the system of the present invention with an enabled user list. For every
user in this list, the administrator of the system of the present invention compares the
user’s information with information maintained in a master user list. First at step 615, the
first user record is retrieved. The master user list is searched for a match between this
user and a user already in the master user list at step 620. If the user matches a user in the
master user list, then the user in the master user list is updated and flagged as a multi-
account user at step 630. Preferably, the user’s information in the master user list is
updated to contain the account information provided by this hub participant for this user
in the hub participant’s enabled user list. Preferably, the hub participant is notified at
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'step 635 that this user is a multiplc-éccount user and is therefore enabled to user the hub

of the present invention. If the user does not match up with any of the users on the
master user list, then the user is added to the master user list along with the information
provided bjr this hub participant for this user in the hub participant’s enabled user list at
step 640. In this case, the user is not flagged as a multi-account user as this is the only

_ account for this user in the master user list. This process is continued for every user in

the hub participant’s list as indicated by the loop 650-660-620.
. Asis-obvious-to one skilled in-the art, there are other methods-of cross-
referéncing users and accounts, and are within the Scope of the present invention.

For each multi-account user, the hub participant replaces or updates the user’s
account with an “account” containing user authentication information valid for all the
sites this user has access to through the system of the present invention. The user is then
notified that he can now use one username and password to access all sites participating
in the industry hub of the present invention. This notification can be through e-mail, or
any other method known to those skilled in the art. .

In addition to the account information, hub participants may provide the industry
hub of the present invention with information to be presented to users when they sign-
onto the system of the present invention. For example, in the financial services industry,
each dealer sends a list of headllines' and associated URL links to the industry hub so that
it can commingle the headlines for the user. As willbe obvious to one skﬂled in the art,
different types of information may be supplied by the hub participants to the system of
the present invention for commingling.

Using this information, the system of the brescnt invention allows a user to use a
single sign-on to access the websites of all hub participants with whom he has an account,
and view commingled information through the system of the present invention.

An é‘xample of a single sign-on screen presented by the system of the present
invention for the financial services market is shown in Fig. 2A. Preferably, afier signing
onto the system, commingled information for the financial services market is displayed to
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the user. An example of commingled information for a user who is enabled to use three

* financial services dealers is shown in Fig. 2B. In the example shown in Fig. 2B, section

210 displays commingled headlines. ' '

The users can tell the source of each headline by the abbreviation listed to the left
of each headline, as shown in section 211. In this example, the first headline “US _
Economic Overview” comes from Goldman Sachs (GS); the second headline “US Intra-
day Economic Commentarj” comes from Salomon Smith Barﬁey (SSB), and the third
headline “Global Economic Forum - Update” comes from Morgan Stanley Dean Witter
(MSDW). To see the complete article, the user can click on the headline, and the system
will link the user to the appropriate dealer’s website to view the desired article.

For example, if the user clicks on the “US Economic Overview” article from
Goldman Sachs, the user is linked to this article at the Goldman Sachs Financial
Workbench Website. This is shown in Fig. 2C. The system of the present invention
links the user directly to this website; he is not required to enter the specific Goldman
Saché user authentication information. The system of the present invention transmits the
user’s authentication information to the dealer’s secure website as part of the document
transaction request. Because this occurs in the background, the user is seamlessly
authenticated with the dealer. ,

The screen shown in Fig. 2C contains several sections. Section 220 displays the
article that user wants to view. Section 225 contains the toolbar that is regularly shown
to all users who access the Goldman Sachs Website. Section 227 contains a Navigator
bar that enables the user to link to various websites and “navigate” the system of the
present invention. Section 229 in this example contains advertising banners.

The navigator bar in section 227 of Fig. 2C is the same as the one in section 220
of Fig. 2B; This navigator bar is persistently displayed as the user moves from site to
site. The “Home”, “Headlines”, “Indications”, “Messages’” and “Search” links in the
Navigator bar allow the user to link to these parts of the system of the present invention.
The navigator bar also allows the user to link directly to the websites of any of the
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participating dealers that the user is enabled to lise,"as shown by the links “GS™,

- “MSDW?” and “SSB”’.

Although Figs. 2B and 2C show the navigator in the form of a particnlar navigator

bar, it should be obvious to one skilled in the art that another form of a navigator, such as

~-a pop-up window or menu bar, could be used. Other navigator methods.are known to

those skilled in the art and are within the scope of this invention. o o
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The user can use the na\}igator to seamlessly move to the information that he

: needs;—whother it-is-comparison-information offered by the-system-of the present-

invention, or specific information from one of the hub participants. Because it is
persistent throughout the system of the present invention, the user always knows exactly
how to go the information he needs, no matter which site he is currently using.

As will be obvious to one skilled in the art, different combinations of these screen -

display sections can be used. Additional sections can be added if desired. The navigator

- bar shown in Figs. 2B and 2C is an example for the financial services market. One

skilled in the art should be aware that similar navigators could be used for other
industries. / o
‘ In the example shown in Fig. 2D, the user has clicked on the “MSDW™ hotlink in
the navigator bar. The system of the present invention links the user directly to the home:
page of the Morgan Stanley Dean Witter. Accessing this Website normally requires a
user to enter his Morgan Stanley Dean Witter user authentication information, but
because the user is using the system of the present invention to_link to the site, no
acidiﬁonal user authentication information is needed. As shown in Fig. 2D, this screen
contains the same Navigator bar of the present invention as is shown in Figs. 2B and 2C.
As an alternative to. signing on directly w1th the system of the present invention, a
user may sign-on to a hub participant’s website, and then link to the system of the present -
invention. In this situation, the user will still only be reqliired to enter user authentication
information once — at the first hub participant’s website. By linking to the system of the

' present invention, the user can thon seamlessly go to or use the resources on the websites
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. of other hub participants with whom he has an account. The system of the present

invention uses a CURL mechanism (described below) to seamlessly link from one
webserver to another. »

The system of the present invention may display commingled information.
Examples of the types of commingled information displayed by the system of the present
invention for the financial services market are shown in Figs. 2B and 2E. In the example
shown in Flg 2B, the user is enabled to use Goldman Sachs, Morgan Stanley Dean
Witter, and Salomon Smith Barney systems: When this user clicks on the “Headline”
hotlink in the Navigator bar, headlines from all three dealers are presented. As shown,
headlines from all three dealers are commingled together so that the user can see and
compare all of them. In Fig. 2E, the user only has accounts with Morgan Stanley Dean
Witter MSDW) and Salomon Smith Barney (SSB). Therefore, the user is only enabled
to use MSDW and SSB systems, and only headlines from these dealers are shown to the
user. The process is the same, however. ' '

The system of the present invention can order the commingled information in any
logical order, so that the user can easily compare the commmgled information. The user
need only click on a headlme to seamlessly link to that hub participant’s website if he
desires more specific information. Again, he is not required to enter hub participant-
specific usér authentication information to link to that hub participant’s website from the
commingled information screen. '

A user only sees information from the hub participants with whom he has an
existing relationship. This is an attractive feature of the system of the present invention
to hub participants, as there is no client list sharing. The system only works for users that

already have multiple accounts with hub participants; If a user only has an account with

" one hub participant, his access to that hub participant’s website does notchange. When a

single-account user signs on with that hub participant, he is not given access to the

system of the present invention.
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If a single-account user later signs up with another hub participant, he
automatically will be given access to the system of the present invention afier the second
hub participant updates the enabled user list and provides it to the system of the present
invention. The system of the present invention then performs the cross-referencing

process described earlier. Afterthese processes, the user will be flagged as a multi- -

. .account user and given access to the system of the present invention.

An additional feature of the system of the present invention allows a user to
compare product information. For the financial services-market,-this feature is accessed
through the “Indications™ hotlink on the navigator bar. An example of a search screen for
product information from participating dealers that is displayed to the user in the '
financial services market is shown in Fig. 2F. This feature allows a user to easily

compare potential investments with different dealers. As one skilled in the art can

- understand, a similar feature can be developed for other industries that present

comparison information for that industry.

A number of methods have been used to allow for a single sign-on for different
websites; however, none are geared toward diverse, multi-domain websites. The
conventional methods do not attempt to integrate the websites of cbmpeﬁtors targeting
the same customer audience. The system of the present invention creates a “network”
within a multiple website environment where users can seamlessly navigate these sites

and use their resources without having to re-enter user authentication information for

each website,

~ One of the most important features of the system of the present invention is the
“single sign-on” ability. Single sign-on aﬂows users to s‘eaml%slyvnavigate diverse sites
and use their resources without having to re-enter ﬁser authentication information for
each website. websites belonging to different companies usua]ly have different domain
addresses, and therefore, use of cookies to store user authentication information is |

ineffectiv_e because cookies cannot be shared between websites on different domains.
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_ The present invention solves these problems by implementing “CURLs”. "A.
CURL is a “cooked URL?” that allows websites to utilize a single sign-on for a network of

- related sites without using cookies. - Instead of storing user authentication information in

a cookie, the system of the present invention attaches user authentication information to a

URL.

The system of the present invention uses the CURL mechanism to combine a
variéty of websites into a single sign-on network of trusted servers, as shown in Fig. 3.
Preferably, these servers are capable of running HTTPD server software and support
HTTP v 1.0 or higher and/or HTTPS (HTTP over Secure Sockets Layer). Preferably, the
Web servers also support dynamic content technologies, such as CGI, Servlet, ASP, etc.
Other technologies will be known to those skilled in the art, and are within the,sbope of
the present invention. , '

As shown in Fig. 3, a CURL is a protocol that allows one access-controlled Web
server 310 to create hyperlinks to resources available on another access-controlled Web
server 320. “Access-controlled” means that the user must authenticate himself to use the
resources on the Webserver. The servers may implement access control through
username/password authentication, digital certificates, biometric authentication or any
other method known to those skilled in the art. '

Using CURLS, user 300 does not have to re-authenticate himself to use the
resources on any of the trusted servers 310, 320, 340, 350 shown in Fig. 3. Preferably,
the CURL of the present invention is implemented by issuing a cross-server request 330
that contains user information and requested resource information from a first, local Web.
server 310 to a second, remote Web server 320 within the network of trusted servers.

‘When the user 300 clicks on a link on a website hosted by a first server to request
content from a second server, this request 305 is sent to first Web server 310. The first
Web server 310 sends a CURL request 330 to the second Web servér 320. Webserver
320 returns the requested resource 325 to user 300.
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Preferably, each Web server in the network of trusted servers implements two
CURL interfaces: a CURL “make” point and a CURL “entry” point. The “make” point is
located on the Web server making the request. The “make” point is responsible for
creating a valid CURL and sending it via URL redirection to the CURL “entry” point on

a second server that has the requested resource. The “entry” point is located on the

~_second server and is respon51b1e for reading and vahdatmg an incoming CURL. and

servmg the requested resource.

The “entry” point replaces the website’s local authentication mechanism while the
“make” point replaces the need for a client to enter user authentication information. The
same mechanisms apply to each trusted server. There are no limits on how many sites
may participate in the system of the present invention as long as they provide CURL
interfaces. | :

Preferably, in order to prevent user identity forgery by generating fake CURLs, at
least-one portion of the CURL is encrypted. Encrypting a portion of a CURL aIlowe user
authentication information to be passed securely from one Web server to another.
Preferably, regular symmetric encryption keys are used so that the same key is used for
encryption as well as decryption. In an alternative embodiment, pliblic/private keys may

also be used to encrypt/decrypt the secret potion of each CURL. Other encryption

- methods are known to those skilled in the art and are within the scope of this invention.

Preferably, different encryption keys are used to encrypt CURLS for each Web
server pair. For example, Key #1 may only be used to enerypt CURLs when a useris -
moving between site A and site B (or from site B to site A), and Key #2 may only be
used to encrypt CURLs going from site B to site C, and vice versa. In th1s manner, any
particular key may only be known to two parties.

The CURL architecture works through a network, such as the Internet.
Preferably, the request, from Make point to Entry point, isa regular HTTP redirection
request with a valid URL. In an alternative embodiment, the requesf may use e_)’(temal

2
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secure systems such as SSL. Other technologies will be known to those skilled in the art, -
and are within the scope of the presexit invention.

The process for a user requesting a resource located on a remote website through
the system of the present invention is shown in Fig. 4. The user signs on to a first access-
controlled website, and then requests a resource from a second, access-controlled website
by clicking on a hyperlink on the first website at step 410. Itis fransparent to the user
that the resource is on a different Web server. However, using the single sign-on of the
present invention, he will be able to receive the requeste_d resource, or link to the
requested éite, without re-entering any user authentication information.

The user’s request is sent to the CURL make point on the first Web server, and
the make point creates a CURL at step 420. The CURL is then sent to the CURL entry
point on the second Web server at steps 430 - 440. The entry point on the second Web
server reads the CURL, validates it and authenticates the user at step 460. After the user
is authenticated, the requested resource is then returned, or the user is redirected to the
requested resource using URL redirection at step 470. These steps 420-460 are

transparent to the user. The user only sees the request in step 410 and the resource in step

- 470.

Becauée ‘Web servers cannot communicate directly, CURL requests are sent via
URL (HTTP) redirection. The first Web server generates a CURL and uses any
acceptable method of URL redirection known to one skilled in the art to send the CURL
request to the user’s Internet browser at step 430. The browser then automatically acts on
the redirection to relay the request to the CURL entry point on the second Web server at
step 440. The CURL is validated by the second Web server at step 460, and if validated,
the resource is returned to the user at step 470.

Preferably, the CURL validation process of step 460 requires time verification.
Time verification requires a CURL to contain a timestamp of when it was generated.
When the CURL is accepted by the CURL entry point the time contained inside the
CURL is compared with the current time on the machine. If the difference is greater than
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an allowed interval, the CURL is not validated and the user is presented with an
appropriate error message, as shown at step 475. A smaller allowable time interval
results in more secure protection. For sites that require a high level of security, time
synchronization between trusted Web servers becomes crucial, since the CURL
validation process depends on accurate ﬁmestamps The time on Web servers p'erfomﬁng

user authentlcatlon through CURLs should be synchronized. Preferably, participating
Web servers should have an infrastructure that supports time synchronization with

precise time sources, such as the Network Time Protocol. NTP).

As shown in Fig. 5, CURLs are simply formatted strings that identify the user’s
1dentity and a resource on a separate, remote Web server. This identification ié
preferably through a user reference such as name, location and user attributes.
Alternatively, the user reference4 can he a social security number or any other means of
identification. CURLS are preferably formatted as standard HTTP URLs, as defined in
the Request for Cbmmenf 1738 [4] by the Internet Engineering Task Force (ETF).

- Preferably,-a CURL is compo'sed of a static portion 510, which contains a URL to
the CURL entry point, and a dynamic porﬁon 530, which contains user authent.:ication
data, a URL of the requested resource, and originator information.

~ The static portion 510 of the URL specifies the CURL entry point on the Web
server that contains the requested resource. “This portion is static because the CURL
entry point on a server is always the same and is known to all trusted servers. Preferably,
this static portion of the CURL consists of a protocol 511, host 512, port 513, and local
path 514. Protocol 511 preferably supports HTTP or HTTPS. Domain or host 512
identifies the network host for the Web server that has the requested 'résourée.
Preferably, domain 512 contains either the fully qualified domain name or the IP address
as a set of four decimal digit groups separated by “.”. Port 513 identifies the port number
to connect to, and is ‘optional. Local path 514 identifies the path to the CURL entry point
on the Web server that contains the requested resource.
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The second, dynamic portion of the CURL is generated by the CURL make point
and is attached to the static portion of the CURL. The dynamic portion of the CURL
preferably consists of several arguments identifying the user, the requested resource and
the originator. As shown in Fig. 5, these arguments are preferably name/value pairs.

The arguments shown in Fig. 5 may include a Reference, Path and Originator.
Reference 540 is preferably a secret portion that contains arguments in an encrypted form
to be used by the CURL processor. The Reference string preferably consists of version
information, timestamp, reference arguments, zero padding as needed, and a checksum.

| Typically, the reference arguments in the Reference portion of the dynamic
portion of the CURL contain user information. These reference arguments may also
contain user credentials. By default, a reference argument may contain a numeric user id
that is shared across all trusted websites.

The Reference portion of the CURL is secret, and is preferably encrypted. It may
also be URL encoded. Other methods of encoding and encrypting are known to those
skilled in the art, and are within the scope of this invention. The specific algorithm used
to encrypt the secret portion of the CURL depends on the sensitivity of the data and the
security requirements of all the trusted websites. The websites preferably rotate or
change their encryption keys on a periodic basis.

Originator 533 specifies the site that originated the CURL. This may be used to
determine which encryption key to use to decrypt the encrypted portion of the CURL.

Path 532 contains the URL of the requested resource. Preferably, the requested
resource URL is transmitted as an encoded string. If encoded, the CURL processor
decodes the value of the Path in order to properly interpret the request.

Many of these fields are not necessary for basic implementation of the CURL
mechanism of the system of the present invention. The only required fields that are the
user information and the identification of the requested resource.

Typically, the length of the entire CURL string is limited to 4k.
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‘While the invention has been described in detail and with reference to~speciﬁc
embodiments thereof, it will be apparent to one skilled in the art that various changes and
modifications can be made therein without departing from the spirit and scope thereof. It
is intended that the present inventioﬁ cover the modifications and variations of this
invention provided they come within the scope of the appended claims and their

equivalents.

26



WO 01/88733 PCT/US01/40720

‘What is claimed is:

1. A method for a first server to authenticate a user that has been authorized to use
the resources on the first server to use resources on at least a second server,
comprising the steps of:

(® receiving a request from the user to use resources on a second server;

(b) generating a URL sf:ring that identifies the user and the requested resource on

the second server; and

(c)  transmitting the URL string to the second server.

- 2. The method of claim 1, wherein step (c¢) comprises the additional steps of:
@) returning the URL string to the user’s browser; and

(i)  using the URL string, having the browser redirect the user to the second

server.

3. The method of claim 1, wherein the URL string that identifies the user in step (b)

comprises a user reference.

4. The method of claim 1, wherein the URL string that identifies the user in step (b)

comprises user authentication information.

5. The method of claim 4, wherein the authentication information comprises a

username and password.
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10.

11.

The method of claim 1, wherein at least a part of the URL string is encrypted.

The method of claim 1, wherein the URL string contains a timestamp.

The method of claim 7, wherein the tirr_léstamp is-generated by the first server.

T e

A system on a first server for authenticating a user that has been authorized to use
the resources on the first server to use resources on at least a second server,

comprising:

“means for receiving a request from the user to use resources on a second server;

means for generating a URL string that identifies the user and the requested

resource on the second server; and

means for transmitting the URL string to the second server.

The system of claim 9, wherein said means for transmitting comprises:
(6] means for returning the URL string to the user’s browser; and

(i1) means for having the browser redirect the user to the second server, using

the URL string.

The system of claim 9, wherein the URL string that identifies the user comprises a

user reference.
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12.

13.

14.

135.

16.

17.

18.

The system of claim 9, wherein the URL string that identifies the user comprises

user authentication information.

The system of claim 12, wherein the authentication information comprises a

username and a password.

The system of claim 9, wherein at least a part of the URL string is encmted.
The system of claim 9, wherein the URL string contains a timestamp.

The system of claim 15, wherein the timestamp is generated by the first server.

A computer readable medium on a first server containing program instructions

for:

receiving a request from the user to use resources on a second server;

generating a URL string that identifies the user and the requested resource on the

second server; and

transmitting the URL string to the second server.

The computer readable medium of claim 12, wherein the program instructions for

transmitting the URL string botﬁprise additional program instructions for:

@) returning the URL string to the user’s browser; and
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19.

20.

21.

22,

23.

24.

25,

(i) having the browser redirect the user to the second server, using the URL

string.

The computer, readable medium of claim 18, wherein the URL string that identifies

the user comprises a user reference.

The computer readable medium of claim 18, wherein the URL string that identifies

the user comprises user authentication information.

The computer readablé medium of claim 20, wherein the authentication

information comprises a username and a password.

€

The computer readable medium of claim 18, wherein at least a part of the URL -
string is encrypted.

The computer readable medium of claim 18, wherein the URL string contains a
timestamp. '

The computer readable medium of claim 23, wherein the timestamp is generated
by the first server.

A method of authenticating a usér to use resources on at least two access-

controlled servers located on different domains, comprising the steps of:
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receiving user authentication information from the user by a first server;
validating the user authentication information by the first server;

receiving a request from the user to use a first resource on a second server,

wherein the first request is received by the first server;

generating a URL string identifying the first requested resource on the second
server, wherein the URL string is generated by the first server;

providing the URL string by the first server to the second server;

validating the URL string by the second server; and

_returning the resource requested in step (c) to the user.

26. . The method of claim 25, comprising the additional steps of:

)

@

G)

&)
@)

receiving a request from the user to use a second resource on a third server,

wherein the second request is received by the first server;

generating a URL string identifying the second requested resource on the third
server, wherein the URL string is generated by the first server;

providing the URL string by the first server to the third server;
validating the URL string by the third server; and

returning the resource requested in step (h) to the user.

27.  The method of claim 25, wherein step (¢) comprises the steps of:

@
(i)

providing the URL string to the user’s browser by the first server; and

redirecting the URL string to the second server by the user’s browser.
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28.  The method of claim 25, wherein the URL string is encrypted.
29. - The method of claim 25, wherein the URL string comprises:
6)) user authentication information;’
().  atimestamp;and
(iii)  information identifying the first requested resource.
30. The method of claim 28, wherein the validation in step (f) comprises comparing
the timestamp to a time on the second server.
31.  The method of claim 25, wherein the request received in step (c) is made by a
user clicking on a hyperlink on the first server’s site. '
32.  The method of claim 25, wherein step (g) comprises redirecting the user to the
first requested resource.
33. A system for authenticating a user to use resources on at least two access-
‘ controlled servers located on different domains, comprising:
means for receiving user authentication information from the user by a first
server;

means for validating the user authentication information by the first server;

means for the first server to receive a request from the user to use a resource on a

second server;
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34,

35.

36.

means for the first server to generate a URL string that identifies the requested

resource on the second server;
means for the first server to provide the URL string to the second server;

means for the second server to validate the URL string; and

means for returning the requested resource to the user.

The system of claim 33, additionally comprising:

means for receiving a request from the user to a second resource on a third server,

wherein the second request is received by the first server;

means for generaﬁng a URL string identifying the second requested resource on
the third server, wherein the URL string is generated by the first server; '

means for providing the URL string by the first server to the third server;
means for validating the URL string by the third server; and

means for returning the requested resource to the user.

The system of claim 33, wherein the means for providing the URL string
comprises:

means for providing the URL string to the user’s browser by the first server; and

means for redirecting the URL string to the second server by the user’s browser.

The system of claim 33, wherein the URL string is encrypted.
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37.

38.

39.

40.

41.

The system of claim 33, wherein the URL string comprises:

@) user authentication information; -

G a timestamp; and

(iif)  information identifying the first requested resource.

The system of claim 37, wherein the means for validating the URL string

* comprises additional means for comparifig the timestamp to a time on the second

. 8Server.

The system of claim 33, wherein the means for receiving the request comprises

the user clicking on a hyperlink on the first server’s site. -

The system of claim 33, wherein the means for returning the requested resource

comprises means for redirecting the user to the first requested resource.

A system for authenticating a user to use resources on at least two access-

controlled servers, said computer system comj)n'sing a memory area for storing a

_string that is used by the system to authenticate the user requesting resources with

a server that has the requested resources, said memory area comprising

information that identifies the user and the requested resource.

42. The system of claim 41, wherein the string stored in said memory area is in URL

format.

34



WO 01/88733 : PCT/US01/40720

43. The system of claim 41, wherein said memory area comprises:
(2)  afirst field that identifies the user; and -

(b) a second field that identifies the requested resource.
44, The system of claim 43, whereiﬁ the first field is encrypted.

45, The system of claim 43, wherein said memory area additionally comprises:

a third field that identifies the server that has the requested resource.
46. The system of claim 45, wherein the third field comprises:
(1) a protocol;
(ii) = abost; and

(iii)  alocal path to the server that has the request resource.

47.  The system of claim 46, wherein the third field additionally comprises port

identification information.
48.  The system of claim 46, wherein the protocol is HTTP.
49. The system of claim 46, wherein the host is a fully qualified domain name.

50.  The system of claim 46, wherein the host is an IP address.
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51,

- 52.

53.

54.

®

The system of claim 43, wherein said memory area additionally comprises:

a fourth field that identifies the originating server.

The system of claim 51, wherein the fourth field is used to determine an _

- encryption key for decrypting an encrypted portion of said memory area.

- The system of claim 43, wherein thé first field additionally comprises version

information and a timestamp.

A website for an industry hub that provides an authenticated user with

(@)

©

(d)

commingled information from at least two hub participants located on separate
access-controlled servers, wherein the commingled information displayed to the
authenticated user displays only information from hub participants with whom the
user has an account, said website including software for commingling information
by: '
receiving information from each hub participant that is to be dispiayed to
users having an account with that hub participant;
for each user, determining hub participants with whom that user has an
account; ' ‘
for each user, commingling the information received in step (a) for the hub
participants determined in step (b) into a single presentation of information;
and

displaying the commingled information from step (c) to the user.
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55.

56.

57.

58.

59.

60.

The website of claim 54, wherein the commingled information is displayed to the

user by category.

The website of claim 54, wherein the information displayed to the authenticated
user identifies the hub participant that provided the information. '

The website of claim 54, wherein the commingled information displayed to the
authenticated user includes a hyperlink for each piece of information for allowing
the authenticated user to link to a website of the hub participant that provided the

information.

The website of claim 54, comprising the additional step of:

(e) displaying supplementary information to the user in addition to the
information displayed in step (d). '

The website of claim 58, wherein the supplementary information displayed in step
(e) is provided by the industry hub website.

In an industry hub, a method for a user having accounts with a plurality of hub
participants to use resources provided by each hub participant with whom the user
has an account in a single system, wherein the resources offered by the hub
participants to the user are located on separate access-controlled servers, and
authentication information of the user is different for every server, comprising the

steps of:

37



WO 01/88733 : - PCT/US01/40720

10

61.

62.

63.

64.

entering first user authentication information at a first server;

requesting a first resource from a second server; and

receiving the first requested resource without entering additional user

authentication information.

"The method of claim 60, wherein step (b) comprises the additional step of clicking

- on a hyperlink to request.a first resource from.a second server.

The method of claim 5 9, wherein the user is redirected to the first requested

resource in step (c).

The method of claim 59, comprising the additional steps of:
requesting a second requested resource from a third server; and

receiving the second requested resource without entering additional user

authentication information.

An industry hub system for a user having accounts with a plurality of hub
participants to use resources provided by each hub participént with whom the user -
has an account in a single system, wherein the resources offered by the hub
participants to the user are located on separate access-controlled servers, and
authentlcatlon mformahon of the user is different for every server, compnsmg

means for entenng first user authentication information at a first server;

means for requesting a first resource ﬁom a second server; and
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65.

~ 66.

67.

68.

@

means for receiving the first requested resource without entering additional user

authentication information.

The system of claim 64, wherein the means for requesting a first resource

comprises clicking on a hyperlink to request a first resource from a second server.

The system of claim 64, wherein the means for receiving a first requested

resource comprises redirecting the user to the first requested resource.

The system of claim 64, additionally comprising:
means for requesting a second requested resource from a third server; and

means for receiving the second requested resource without entering additional

user authentication information.

A method for providing a hub navigator to a user of an industry hub system,
wherein said hub navigator provides the user with links to hub participants’ sites

and to other sites supported by the industry hub, comprising the steps of:

determining the hub participants with whom the user has an account;

(b)  ifthe user has accounts with more than one hub participant, displaying a hub

©

navigator that contains links to only those hub participants with whom the

user has an account; and

continuing to display the hub navigator after the user links to a different site
within the industry hub. '
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69.

. 70.

71.

72.

The method of claim 68, wherein the hub navigator is a navigator bar.

An industry hub system that provides a hub navigator to a user of the industry hub
system, wherein said hub navigator provides the user with links to hub
participants’ sites and to other sites supported by the industry hub system,
coniprising: ' o

means for determining the hub participants with whom the user has an account;

if the user has accounts with more than one hub participant, means for displaying a
hub navigator that contains links to only those hub participants with whom the user

has an account; and

means for continuing to display the hub navigator after the user links to a different

site within the industry hub.

The industry hub system of claim 7 0, wherein the hub navigator is a navigator

" bar.

A computer readable medium for providing a hub navigator to a user of an
industry hub system, wherein sa1d hub navigator provides the user with links to
hub participants’ sites and to other sites supported by the industry hub, containing
program instructions for: T

determining the hub participants with whom the user has an account;

if the user has accounts with more than one dealer, displaying a hub navigator that
contains links to only those hub participants with whom the user has an-account;

and
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73.
74.
5
10
75.
76.

6
(b)

©

@

continuing to display the hub navigator after the user links to a different site

within the industry hub.

The computer readable medium of claim 72 wherein the hub navigator isa

navigator bar.

A method for creating a cross-referencing hub participants and hub users in an
industry hub through a master list that contains a record for every hub user,
comprising the steps of: '

receiving a list of user records from-each hub participant;

for each user record, determining whether the user in the user record has a

record in the master list;

if the user has a record in the master list, updating the user’s record in the

master list to indicate that the user is a multiple-account user,

if the user does not have a record in the master list, adding a record for that

user to the master list.

The method of claim 74, wherein the list of user records received in step (a)

- contains user identification information.

The method of claim 75, wherein step (b) comprises comparing the user
identification information in the user record received in step (2) with user

identification information contained in the master list for a match.
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10

717.

78.

80.

The method of claim 75, wherein the user identification information received in

step (a) comprises the user’s name, email address and physical address.

The method of claim 74 wherein step (c) addmonally comprises noufymg the hub

participant that the user is a multlple-account user.

The method of'claim 78, wherein step (c) additionally comprises notifying the hub
participant via email that the user is a multiple-account user.

A computer readable medium containing program instructions for cross-
referencing hub participants and hub users in an industry hub through a master list
that contains a record for every hub user, comprising computer program

instructions for:
(@ receiving a list of user records from each hub participant;

(b) for each user record, determining whether the user in the user record has a

' record in the master list;

© if the user has a record in the master list, updating the user’s record in the

master hst to indicate that the user is a multiple-account user;

(D if the user does not have a record in the master list, adding a record for that

81.

user.

The computer program product of claim 80, wherein the list of user records
received in the computer program instructions for step (a) contains user
identification information.
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82.

83.

84.

85.

The computer program product of claim 81, wherein computer program
instructions in step (b) comprises computer program instructions for-comparing
the user identification information in the user record received in step (a) with user

identification informétion contained in the master list for a match.

The computer program product of claim 81, wherein the user identification
information received in the computer program instructions in step (a) comprises

the user’s name, email address and physical address.

The computer program product of claim 80, wherein computer program
instructions in step (c) additionally comprise computer program instructions for
notifying the hub participant that the user is a multiple-account user.

The computer program product of claim 84, wherein the computer program
instructions in step (c) additionally comprises notifying the hub participant via

email that the user is a multiple-account user.
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